[image: A logo with a crown

AI-generated content may be incorrect.]
__________________________________________

CS312 – Internet Concepts Syllabus
Course Information 
· Instructor: Nasreen Arif
· Course title, number, section: Internet Concepts, CS312
· Semester and year: Fall, 2026
· Delivery mode (synchronous or asynchronous online): asynchronous
Course Description
Catalog Description
Laboratory work required. An in-depth introduction to the Internet and the World Wide Web for CS or similar majors as a basis for more advanced studies in Web programming. Topics include: historical and current development of the Internet Web document publishing. Internet design, communication, and application protocols and the tools that use them. Internet search tools and their design. Internet issues such as netiquette, copyright, spam, computer viruses, cookies, security, and future of the Internet.
Course Description
In this course, you’ll explore how the Internet and the World Wide Web work behind the scenes and how modern web applications are built on top of them. Through hands-on labs and practical examples, you’ll learn how web pages are published, how browsers and servers communicate, and how common Internet tools and protocols support real-world applications.
You’ll also examine key issues that affect today’s Internet users and developers—such as privacy and security—while gaining experience with web technologies, and development tools. No prior web development experience is required; concepts are introduced step-by-step with examples and guided practice. By the end of the course, you’ll have a solid foundation that prepares you for advanced web programming and full-stack development courses.
Prerequisites
CS252
Required Materials
Required Textbook
The required textbook for this course is Dynamic Web Programming and HTML5 by Paul S. Wang.
Additional reading materials will be provided in Canvas.
Technology Requirements 
· Hardware: 
· Computer or laptop (Windows, macOS, or Linux) capable of running modern web browsers and development tools
· Reliable high-speed Internet connection
· Microphone and speakers (or headset) for watching recorded lectures and participating in any required online activities
· Webcam (optional, recommended for virtual office hours if needed)
· Software:
· Canvas (Learning Management System)
· Modern web browser (Chrome, Firefox, or Edge)
· Code editor (e.g., Visual Studio Code)
· Microsoft 365 or equivalent word-processing software
· GitHub account (for version control and assignment submission)
Reading Guide for Students
Reading is important in this course because web development is not only about writing code. You must also carefully read assignment instructions, course materials, code examples, technical documentation, error messages, and project requirements. Many programming mistakes occur because an important detail in the instructions or documentation was overlooked.
I do not expect every student to begin the course as a confident technical reader. I also understand that technical reading can sometimes feel difficult or time-consuming. However, developing effective reading habits will help you understand what to build, how to build it, and how to troubleshoot problems when something does not work as expected.
When reading course materials, you should:
· Preview the headings, keywords, diagrams, and code examples before reading the complete material.
· Identify unfamiliar technical terms and use course resources or a reliable technical reference to understand them.
· Read all assignment instructions before beginning your work.
· Identify required features, restrictions, submission requirements, and due dates.
· Pay close attention to code examples and try to understand what each important section does.
· Write down questions, assumptions, and confusing points.
· Reread relevant sections when your code does not work as expected.
· Consult official documentation when researching technical concepts or troubleshooting errors.
· Use readings and documentation as working references while completing assignments.
· Verify explanations or troubleshooting suggestions received from artificial intelligence tools using course materials or official documentation.
Reading will be incorporated into module activities, homework assignments, and the course project. You may be asked to:
· Identify or summarize important concepts.
· Restate assignment requirements in your own words.
· Explain how information from a reading was applied to your code.
· Interpret code examples or error messages.
· Evaluate the reliability or usefulness of a technical source.
· Reflect on how a reading or documentation source helped you solve a problem.
The goal is not simply to finish a reading. The goal is to understand, evaluate, and apply technical information so that you can complete your work accurately and independently.
Course Learning Objectives
By the end of this course, students will be able to:
1. Explain the structure and evolution of the Internet and the World Wide Web, including historical developments and current trends.
2. Describe and apply core Internet communication models and protocols, including client–server architecture, HTTP/HTTPS, DNS, and TCP/IP.
3. Create and publish basic web documents, demonstrating an understanding of web document structure and standards.
4. Analyze how browsers, servers, and web applications communicate, including request–response cycles and data exchange mechanisms.
5. Use Internet tools and technologies effectively, such as web browsers and developer tools, to explore, analyze, and debug web-based systems.
6. Identify and evaluate key Internet-related issues, including security, privacy, cookies, spam, and ethical considerations.
7. Apply best practices for safe and responsible Internet usage, incorporating basic security awareness and ethical standards.
8. Demonstrate foundational skills needed for advanced web programming courses, including problem-solving, technical communication, and hands-on exercises.
9. Apply fundamental principles of web security, accessibility, internationalization, and user privacy in web-based applications.
Grading Criteria
In this course, I will calculate your final grade based on the following categories: 
	Assignments
	Percentage/Points

	Homework Assignments
	40%

	Project
	30%

	Final Exam
	30%



Assignment Requirements 
This course uses a combination of technical assignments and a comprehensive final integration project to assess mastery of Internet concepts and web application development. Assignments are designed to progressively build knowledge and culminate in a fully functional web application
Assignment Category 1: Homework Assignments – 40%
5 Assignments × 8% each

Purpose: The purpose of these assignments is to provide structured practice in applying core technical concepts introduced in each module, including Internet protocols, HTML/CSS, server-side scripting, JavaScript/AJAX, sessions, authentication, and database integration.
Course Learning Objectives: These assignments collectively assess:
· CLO1: Describe the historical and architectural foundations of the Internet and Web.
· CLO2: Use networking and development tools to investigate and debug Internet applications.
· CLO3: Explain client–server communication and HTTP request–response interactions.
· CLO4: Describe how Internet-based communication and data transmission occur across networks.
· CLO5: Explain how web information systems retrieve, organize, and present data.
· CLO7: Identify and mitigate common web security risks.
· CLO8: Construct functional web components using HTML, CSS, JavaScript, PHP, and SQL.
· CLO9: Apply secure, maintainable, and responsible web development practices
Frequency: Homework assignments occur throughout the course in Modules 1–6. Assignments are typically due weekly at 11:59 p.m. on the published due date.
Deliverables: Depending on the module, assignments may include:
· HTML, CSS, JavaScript, and/or PHP source files
· SQL queries and database schema design
· Screenshots demonstrating program functionality
· Short written explanations of technical decisions
· Conceptual assessment questions (including multiple-choice and short-answer questions) to evaluate understanding of key Internet and Web principles
All programming assignments must be executed correctly in the designated course environment.

Evaluation Criteria: Homework assignments are evaluated based on:
· Accuracy of conceptual responses (MCQs and short-answer questions)
· Technical correctness of code implementation
· Completion of all required features
· Code organization and readability
· Appropriate use of security and best practices (when applicable)
· Proper documentation and adherence to submission guidelines
Assignments that do not run correctly or fail to follow instructions may receive reduced credit

Assignment Category 2: Final Integration Project – 30%

Purpose: The Final Integration Project serves as the culminating assessment of the course. Students will design and implement a secure, database-driven web application that integrates front-end development, server-side programming, authentication, session management, and asynchronous interaction.
This project demonstrates synthesis of all major course concepts.
Course Learning Objectives: This project assesses:
· CLO1: System-level understanding of Internet and web architecture.
· CLO3: End-to-end web request lifecycle comprehension.
· CLO4: Practical implementation of network-based data exchange through web applications.
· CLO5: Application of structured data retrieval and information presentation.
· CLO7: Implementation of security mitigation strategies.
· CLO8: Full-stack web application development.
· CLO9: Secure and responsible web system design
Frequency: Occurs once during the course. The project is assigned in Module 5 and submitted in Module 7. Final submission is due by 11:59 p.m. on the published due date.
Deliverables: Students must submit:
· Complete source code
· Working database integration
· Authentication and session implementation
· At least one AJAX feature
· A short design report (1–2 pages) explaining architecture and security decisions
· Clear README with setup instructions
Project must be executed correctly in the designated course environment.

Evaluation Criteria: Projects are evaluated based on:
· Functional completeness
· Proper authentication and session handling
· Correct database integration (CRUD)
· Security implementation (input validation, password hashing, access control)
· Successful AJAX implementation
· Code organization and documentation

Assignment Category 3: Final Exam – 30%
Purpose: The Final Exam serves as the culminating conceptual assessment of the course. It evaluates students’ understanding of major Internet and web concepts covered throughout the semester.
The Final Exam may include conceptual multiple-choice questions, code analysis questions, debugging questions, output prediction questions, and scenario-based questions related to course topics.
The exam assesses students’ ability to recall, explain, analyze, and apply knowledge from the course modules.

Grading Scale
Letter grades are based on the following percentage scale:
	Percentage
	Letter Grade 

	93-100
	A

	90-92
	A-

	87-89
	B+

	84-86
	B

	80-83
	B-

	77-79
	C+

	73-76
	C

	70-72
	C-

	67-69
	D+

	62-66
	D

	60-61
	D-

	0-59
	F



Policy on Incomplete Grades
A grade of "I" indicates assigned work yet to be completed in a given course, or absence from the final examination, and is assigned only upon instructor approval of a student request. The "I" grade may be awarded only in exceptional circumstances beyond the student's control. The "I" grade becomes an "F" if not removed by the day grades are due for the following term, based on specific criteria: Incomplete, Withdraws and Z grades. 
Expectations
What you can expect from me, as your instructor:
· I will ensure the accuracy of the course content.
· I will provide clear guidelines regarding the course assignments.
· I will be available to answer your questions. 
· I will provide meaningful feedback in a timely manner.
· I will do my best to create a worthwhile learning experience for all my students.
· I will follow fair and clear evaluation guidelines for all the course assignments.
· I will do my best to prepare you for exams and assignments.
What I expect from you, as my student:
· You will complete all course readings and assignments in a timely manner.
· You will follow the ODU honor pledge.
· You will follow proper netiquette.
· You will interact with your faculty and classmates professionally and respectfully. 
· You will avoid sarcasm and inappropriate language, including the use of ALL CAPS.
· You will acknowledge your classmates' ideas and build on them to contribute to the discussion.
Course Policies 
Attendance and Participation
Since this is an online course, there is no mandatory attendance policy. However, students are expected to actively participate in the homework assignments, final integration project, and final exam. Each of these components is graded and counted toward the final grade 
Late Assignments 
Any assignment submitted after its deadline is considered late. Late assignments lose 1 point for every 24 hours they are late. Submissions over 72 hours late are not accepted. This time limit includes weekends - they are counted just like weekdays. I reserve the right to specify that late submissions will not be accepted for particular assignments.
0-24 hours late: -1 point
25-48 hours late: -2 points
49-72 hours late: -3 points
over 72 hours late: not accepted
Course Disclaimer
The course schedule and activities are subject to change. Changes will be posted as Announcements in Canvas.
Use of Artificial Intelligence Tools
Artificial intelligence tools, such as ChatGPT, Microsoft Copilot, or similar systems, may be used in this course only as learning, explanation, and troubleshooting resources.
Students may use AI tools to:
· Request additional explanations of course concepts.
· Clarify unfamiliar technical terms.
· Ask for general examples that help explain a concept, General examples provided by AI may be used for learning but may not be copied, modified, or incorporated into homework or project submissions.
· Understand error messages.
· Identify possible causes of coding problems.
· Receive general troubleshooting suggestions.
· Review course concepts before completing their work.
· Identify topics that should be verified using course materials or official documentation.
AI tools may not be used to:
· Write, generate, or complete any part of a homework assignment.
· Write, generate, or complete any part of the course project.
· Generate HTML, CSS, JavaScript, PHP, database code, written responses, reports, or project content for submission.
· Modify AI-generated work and submit it as the student’s own work.
· Replace the student’s own analysis, coding, design, or problem-solving.
· Complete quizzes, exams, or other assessments.
· Submit work that the student does not fully understand or cannot explain.
Students must complete all homework and project requirements independently. AI may help students understand a problem or troubleshoot an error, but it may not provide the final solution or produce content that is included in the submitted assignment.
Students are responsible for verifying all AI-generated information using course materials, assignment instructions, official documentation, or other reliable sources. AI responses may be inaccurate, incomplete, outdated, or inconsistent with course requirements.
When AI is used for explanation or troubleshooting, students must disclose its use by including:
1. The name of the AI tool used.
2. A brief explanation of how it was used.
3. The prompt or a link or screenshot of the AI interaction, when requested.
4. An explanation of how the student evaluated, verified, and applied the troubleshooting guidance.
Students should provide this disclosurse in the Canvas submission comments or in a separate AI Use Disclosure document submitted with the assignment.
Students must be able to explain all submitted work. Unauthorized use of AI to produce homework or project content may be treated as an academic-integrity violation.
This course-specific policy applies to CS 312.
University Policies 
Code of Student Conduct and Academic Integrity 
The Office of Student Conduct & Academic Integrity (OSCAI) oversees the administration of the student conduct system, as outlined in the Code of Student Conduct. Old Dominion University is committed to fostering an environment that is: safe and secure, inclusive, and conducive to academic integrity, student engagement, and student success. The University expects students and student organizations/groups to uphold and abide by standards included in the Code of Student Conduct. These standards are embodied within a set of core values that include personal and academic integrity, fairness, respect, community, and responsibility.
Honor Pledge
By attending Old Dominion University, you have accepted the responsibility to abide by the Honor Pledge: 
I pledge to support the honor system of Old Dominion University. I will refrain from any form of academic dishonesty or deception, such as cheating or plagiarism. I am aware that as a member of the academic community it is my responsibility to turn in all suspected violations of the Honor Code. I will report to a hearing if summoned.
Discrimination Policy
The purpose of this policy is to establish uniform guidelines in order to promote a work and education environment that is free from harassment and discrimination, as defined below, and to affirm the University's commitment to foster an environment that emphasizes the dignity and worth of every member of the Old Dominion University community. The Discrimination Policy details the process to address complaints or reports of retaliation, as defined by this policy.
Diversity and Inclusion 
The Division of Student Engagement & Enrollment Services values the uniqueness of our Monarch community. The word "engagement" reflects our commitment to embrace the differences in our cultural backgrounds, perceptions, beliefs, traditions, world views, socio-economic status, cognitive and physical abilities.
We will strive to serve as the pre-eminent model for engaging every student to achieve their own success. Our core values are fueled by our responsibility and actions toward community development and engagement, cultural competence and understanding, physical and mental wellness and inclusion for every member of ODU. We will embrace our greatest strength - the diverse composition of our student body and workforce. For more information regarding diversity and inclusion, please visit the Office of Intercultural Relations.
Educational Accessibility and Accommodations
Old Dominion University is committed to ensuring equal access to all qualified students with disabilities in accordance with the Americans with Disabilities Act. The Office of Educational Accessibility (OEA) is the campus office that works with students who have disabilities to provide and/or arrange reasonable accommodations. 
The Accommodations for Students with Disabilities define the procedures used to accommodate student with disabilities. Students are encouraged to self-disclose disabilities that the Office of Educational Accessibility has verified by providing Accommodation Letters to their instructors early in the semester to start receiving accommodations. Accommodations will not be made until the Accommodation Letters are provided to instructors each semester.
University Email Policy
With the increasing reliance and acceptance of electronic communication, email is considered an official means for University communication. Old Dominion University provides each student an email account for the purposes of teaching and learning, research, administration, and service. It is the responsibility of every eligible student to activate MIDAS, the Monarch Identification and Authorization System, to obtain email access. It is important that all students are aware of the expectations associated with email use as outlined in the Student Email Standard. The email account provided by the University is considered to be an official point of contact for correspondence. Students are expected to check their official e-mail account on a frequent and consistent basis to stay current with University communications. Mail sent to the ODU email address may include notification of University-related actions, including academic, financial, and disciplinary actions. For more information about student email, please visit Student Computing. 
Withdrawal
A syllabus constitutes an agreement between the student and the course instructor about course requirements. Participation in this course indicates your acceptance of its teaching focus, requirements, and policies. Please review the syllabus and the course requirements as soon as possible. If you believe that the nature of this course does not meet your interests, needs or expectations, if you are not prepared for the amount of work involved – or if you anticipate assignment deadlines or abiding by the course policies will constitute an unacceptable hardship for you – you should drop the course by the drop/add deadline, which is listed in the ODU Schedule of Classes. For more information, please visit the Office of the University Registrar.
Privacy of Student Information
Old Dominion University recognizes its duty to uphold the public's trust and confidence, not only in following laws and regulations, but in following high standards of ethical behavior. Members of the Old Dominion University community are responsible for maintaining the highest ethical standards and principles of integrity. The Code of Ethics is a set of values-based statements that demonstrate the University's commitment to this goal. The Privacy of Student Information details Family Educational Rights & Privacy Act (FERPA), along with other information regarding privacy.
Course Schedule 
Each weekly module begins on Monday at 12:01 a.m. and ends on Sunday at 11:59 p.m. Eastern Time. Unless otherwise stated, assignments are due by 11:59 p.m. Eastern Time on the published due date.
	Week/Module 
	Date
	Topics
	Assignments
	Due Date

	1 
	August 24, 2026 
	Foundations of the Internet and the Web: History, Architecture, and Protocols
	HW1 – Internet & Web History, Protocols, Tools
	August 30, 2026, 11:59pm

	2
	August 31, 2026
	Web Document Structure and Styling with HTML and CSS
	HW2 – HTML, CSS
	September 6, 2026, 11:59pm

	3
	September 7, 2026
	Web Forms, Authentication, and Server-Side Scripting
	HW3 – Forms & PHP
	September 13, 2026
11:59pm

	4
	September 14, 2026
	JavaScript and Asynchronous Web Technologies
	HW4 – JavaScript/ Ajax
	September 20, 2026, 11:59pm

	5
	September 21, 2026
	State Management, Authentication, and Secure Database-Driven Web Applications
	Capstone Integration Project - Assigned
	October 11, 2026, 11:59pm


	6
	September 28, 2026
	Web Application Quality Attributes: Accessibility, Internationalization, Performance, Reliability, and Cloud Deployment
	HW5 – Quality Concepts
	October 4, 2026, 11:59pm

	7
	October 05, 2026
	Course Synthesis
	Capstone Integration Project - Submission
	October 11 2026,
11:59pm

	8
	October 12, 2026
	Course Review and Final Assessment
	Final Exam
	Final Exam October 13-15 2026, 11:59pm
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